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Installing 1IS

Installing Internet Information Server (11S) in Windows Server 2003 is installed graphically using the
Manage Your Server wizard. The system requirements are a PI11 550 MHz processor, 256 MB of RAM and
500 MB of free hard disk storage space.

11S can be installed on any of the Microsoft Windows 2003 versions (Standard, Enterprise or Web Edition).
You must log on as a member of the Administrators group on the local computer to perform the following
procedures.

When you start your server, you should see the Manage Your Server wizard. If you don’t get the display by
default, you can go to Administrative Tools and click on Manage Your Server. When the wizard opens,
click on Add or Remove a Role.
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Click Next and let the server detect your settings, then choose Custom Configuration and click Next, then
choose the Application Server role and click Next. This will bring you to the Application Server Options
screen of the wizard.
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Check the box to Enable ASP.NET, and, clear the checkbox to disable FrontPage Extensions at this time.
(However, if you want to publish .NET applications from Visual Studio, you may want to enable FrontPage
Extensions.) At any time, once we’ve selected what we want, we click Next to set up the role. The process
may ask you for the Server 2003 CD and will take several minutes to complete. Just let it run until you see
the Finish button, then click Finish.

Checking Your IIS Installation

Once you’ve installed the Application Server role to your server, you’ll naturally want to check and see if it
works. The Manage Your Server wizard should now show the Application Server role installed, so click on
Manage This Application Server.
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This brings up the Application Server Management Console (MMC). Expand the Internet Information
Services (11S) Manager, then expand your server (local computer), and then the Web Sites folder. You
should see the Default Web Site listed, and it shouldn’t say (Stopped)
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Alternatively this console can also be started from the Administrative tools in Programs Menu
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For now, ignore the files and folders listed in your default web site, we just want to test to make sure I1S is
running and serving a web page. On the server itself, launch Internet Explorer (IE) and browse to
http://localhost/. “Localhost” is a networking indicator for the system you are physically sitting at, and
should work in a default configuration of Windows Server 2003. You should see the “Under Construction”
web page if your server is running correctly.
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Configuring a Website in IIS

In order to get the website running put the files of the website on the default website location that is
C:\inetpub\wwwroot and set the default page (i.e. home page of main page of the website).
The default location of the website and the default page settings can be changed from the properties of the

website.
| Internet Information Services (I15) Manager ] =1
File  Action  Wiew ‘Window Help &
¥3 Fle At Wi Wind Hel 9] %
¢ = | amE|FERE 2|2 ru 0
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- [e—
__J Web Sery  Explore
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This is the default
location for all the
Websites on a Web
Server but it can be
changed as required
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After this we need to set the default page of our site on the Documents tab

Default Web Site Properties i ﬂi!
Directory Security | HTTR Headers | Custom Ermars |

“WWeh Site I Performance I [SAF] Filkers | Home DirECtD-r_l,l Documents

—Iv  Enable default content page:
index azpy “
Default. azps Add...
Default. htm
Default. azp Hemove |
inde:-:.htm -
iy K =il e i mye awn |

Default page can be any page not necessarily an index.htm or default.html page the only thing needed to be
done is to put our default page on the top of the list and remove unwanted files from the list

If the ASP pages don’t open when we browse website then we need to enable Active Server Pages on the
I1S Server. It can be done through the Application Server Management Console. In the Application Server
Management Console, click on the Web Service Extensions folder underneath the server name. You should
see that Active Server Pages are Prohibited, this is the default configuration of 11S.

'ifi Application Server 1
Bﬁ] File  Action iew Window Help

co | BEERE[ @ 2] 5

(L Application Server
-4 NET Configuration 1.1

fg; Internet Information Services (I15) Manager
1 LISTABLOID (local computer)
| FTP Sites
| Application Pools &
) ‘Web Sites Prokibit

. Web Service Extensions

& | Web Service Extension | Status I

ol Cxenshon: FT
Prohibited
Prohibited

| Web Service Extensions e | @ ok lielnl s ses Prohibited
4% Defaulk SMTP Yirtual Server M crver Extensions th?bﬁt
@ Diefault MTE Yirbual Server @ FrontPage Server Extensions Prohibited
-8 Component Services saspe Indexing Service Prohib?ted
@ Internet Data Connector Praohibited
@ php Prohibited
|- L T S 0, S @ Server Side Includes Prohibited
@ Wby Prohibited

L llowy all Web service extensions For a
specific application...

I3 probibit ol web servics extensions

@ Cpen Help

To Allow ASP pages, simply highlight Active Server Pages and click the Allow button. ASP is now active
on this web server, and if you go back to Internet Explorer and refresh the page it should appear. Similarly
ASP.NET, FrontPage Server Extension and other features can also be allowed.

This makes the website available for browsing, only thing required is to facilitate proper network
connections and DNS server connection for browsing on the net.
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IIS 6.0 Security

The Security settings in 11S are placed under the properties of the particular websites. These are the very
basic security settings related to user access and IP or Domain access.

',{ Internet Information Services (I1S) Manager

i =10l =i
ﬁ Eil= Ackion Misw Swindons Help |;lilil

<= = | EE|E HE 22| .

-e:! Internet Information Services
= ANEWWEBSERVER:

+-__| FTP Sites

-1 Application Poals

I »web sites

-l Deafult web Site
_ 1 wweb Service Extensior
Default SMTP wirtual Se
=gy Default NMTR Yirtual Se

BITS Server Extension
wieh Site ] Ferformance I

ISAF Filkers |
Diirectory Security

HTTF Headers

— Authentication and access control

Server Extenzions 2002
Home Directarg |

Description | Identifier | State I Host header walue | I
| # Deaful: Weh Site IONSTS447 Running *
Deafult Web Site Properties ?—l XI

Diocuments
Custom Ermors

Enable anonymous access and edit the
authentication methods for this resounce.

Edit.. |

— IP address and domain name restrictions

Grant or deny access ta this resource using
IP addressesz or Intermet domain names.

8

— Secure communications

Require secure communications and
‘enable client certificates when this
resource is accessed.

Server Certificate. . I
e Eertificate. I
I Edit.... I

Authentication and Access controls the type of users who can access the website. We have 5 type of access
systems



\\l\ Devinfo 9

Web Installation - IS Technical Note

T Internet Information Services (I15) Manager Il =10l =]
ﬁ':! Fil= ackion WS wfirdiona Help |;Ii|i|
= = |Eim|e B E 2|2 m 0
Q’_! I_nternet InfFormation Services Descripkion | Identifier | Stake I Hosk header value | I
= S AMNEWWEBSERVER. £ Deafult web Site QO0STS47 RuUnning
E-_J FTP Sites . = -
- Application Pools Deafult Web Site Properties - Flox
=~ __1 “Web Sites Authentication Methods N x|
| =@ Deafult web Site wiet [ 0% Enable anonymous access: Briks

_) wweb Service Extensior

Zi Default SMTE Virtual Se Uze the following windows user account For anonymous access:
=gy Defaulk MMTR virtual Se = User name: I IUSR_MEWWEEBSERVER EBrowse. .. I =]
Passvaord: I ssssassssas
i -—

—authenticated access

For the Following authentication methods, user names and password
are required when:

- anonymous access is disabled, or

- access is restricked using MTFS access conkrol lisks

W Integrated Wwindows authentication:

== I Digest authentication For Windows domain servers

LI—I _’I el I Basic authentication {password is sent in clear bext)

I~ .MET Passport authentication

Defsult dormain: Select, ,, I
Healm Seleck, I

Help I

Anonymous access : this is the default for all websites on the net as it does not require Username

and Password from the User to browse.

2. Integrated Windows Authentication: this is a secure authentication system which integrates the
security of Windows Operating System with the Website each user accessing the site should have
a username and password on the Server.

3. Digest Authentication for Windows Domain Server: this is similar to the Windows Authentication
with the exception of mode of transfer of Password and Username across the Internet.

4. Basic Authentication: the most basic authentication system in which password and username are
sent in an unsecured manner across the internet and in prone to network eavesdropping.

5. .NET Passport Authentication: this is the latest Microsoft Authentication system in which

Microsoft .NET Passports (Hotmail or MSN passwords) are integrated to the IIS server.

By default we use Anonymous access as we have to host this site on the Internet.

In the IP Address and Domain Name Ristriction field can be used to grant or ristrict access to a particular
IP address range or a Domain. The default setting is to grant access to all computers but it can be modified
on the basis of requirments.
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== Except the Following: B 1" Depied access

il AccEss IP address [Subniet mask] I
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Hepmt e I

L Edit.., I

4 I I ,I B3 ok I Cancel I Help I
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Cancel I

Apart from the above security settings it is strongly recommended that you use the NTFS file system,
instead of the FAT or FAT32 file system, for your application server. With NTFS, you can limit access to
your Web server's files and directories. You can also configure the access level granted to a particular user
or group for the files and directories on your server. IS server also has Website permissions but they can
be configured for specific sites, directories, and files. Unlike NTFS permissions, Web site permissions
affect everyone who tries to access your Web site.



